



	
	

	
	

	File:Back to the Building Blocks - A Path Toward Secure and Measurable Software.pdf

	
		From Wikimedia Commons, the free media repository

		


		

		
		

		Jump to navigation
		Jump to search
			File
	File history
	File usage on Commons
	Metadata

Size of this JPG preview of this PDF file: 463 × 599 pixels. Other resolutions: 185 × 240 pixels | 371 × 480 pixels | 593 × 768 pixels | 1,275 × 1,650 pixels.


Go to page 1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19

 

next page →
next page →

Original file (1,275 × 1,650 pixels, file size: 592 KB, MIME type: application/pdf, 19 pages)


File information
Structured data



Captions
Captions
EnglishBack to the Building Blocks: A Path Toward Secure and Measurable Software


Summary[edit]


	DescriptionBack to the Building Blocks - A Path Toward Secure and Measurable Software.pdf	
English:  President Biden’s National Cybersecurity Strategy outlines two fundamental shifts: the need to both rebalance the responsibility to defend cyberspace and realign incentives to favor long-term cybersecurity investments. In this report, the case is made that the technical community is well-positioned to drive progress on both strategic goals. First, in order to reduce memory safety vulnerabilities at scale, creators of software and hardware can better secure the building blocks of cyberspace. This report focuses on the programming language as a primary building block, and explores hardware architecture and formal methods as complementary approaches to achieve similar outcomes. Second, in order to establish accurate cybersecurity quality metrics, advances can be made to address the hard and complex research problem of software measurability. This report explores how such metrics can shift market forces to improve cybersecurity quality across the ecosystem.
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