



	
	

	
	

	File:A Comparative Study of Domestic Laws Constraining Private Sector Active Defense Measures in Cyberspace (IA acomparativestud1094563205).pdf

	
		From Wikimedia Commons, the free media repository

		


		

		
		

		Jump to navigation
		Jump to search
			File
	File history
	File usage on Commons
	Metadata

[image: File:A Comparative Study of Domestic Laws Constraining Private Sector Active Defense Measures in Cyberspace (IA acomparativestud1094563205).pdf]Size of this JPG preview of this PDF file: 463 × 599 pixels. Other resolutions: 185 × 240 pixels | 371 × 480 pixels | 593 × 768 pixels | 1,275 × 1,650 pixels.


Go to page 1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73

 

[image: next page →]next page →
next page →

Original file (1,275 × 1,650 pixels, file size: 1.41 MB, MIME type: application/pdf, 73 pages)


File information
Structured data



Captions
Captions
EnglishAdd a one-line explanation of what this file represents


Summary[edit]



	A Comparative Study of Domestic Laws Constraining Private Sector Active Defense Measures in Cyberspace
  ([image: Wikidata search (Cirrus search)] [image: Wikidata query (SPARQL)]  [image: Create new Wikidata item based on this file])
	Author	

Corcoran, Brian D.
	[image: image of artwork listed in title parameter on this page]

	Title	

A Comparative Study of Domestic Laws Constraining Private Sector Active Defense Measures in Cyberspace

	Publisher	

Monterey, California. Naval Postgraduate School

	Description	

The U.S. private sector is under attack in cyberspace.  An increasingly mainstream national security argument calls for amending U.S. law to permit private sector actors, either by themselves or under government supervision, to take so-called ﾓactive defenseﾔ measuresﾗtechnical measures that fall in the grey zone between passive network defenses and aggressive offense.  This essay identifies and surveys the relevant laws of twenty countries with large and technologically innovative private sectors.  As the U.S. government considers how best to protect U.S. private industry, this \"map\" informs the options on the table for a holistic review and response to the problem.



Subjects: Cybersecurity, active defense, cyber laws, private sector, international law, Budapest Convention on Cybercrime, Computer Fraud and Abuse Act (CFAA), self-defense, cyberspace

	Language	
English
	Publication date	
May 2019
	Current location	

IA Collections: navalpostgraduateschoollibrary; fedlink

	Accession number	

acomparativestud1094563205

	Source	
	Internet Archive identifier: acomparativestud1094563205
	https://archive.org/download/acomparativestud1094563205/history/files/acomparativestud1094563205.pdf.%7E9%7E


	Permission
(Reusing this file)	
This publication is a work of the U.S. Government as defined in Title 17, United States Code, Section 101. Copyright protection is not available for this work in the United States.




Licensing[edit]

	Public domainPublic domainfalsefalse



	[image: Public domain]
	This work is in the public domain in the United States because it is a work prepared by an officer or employee of the United States Government as part of that person’s official duties under the terms of Title 17, Chapter 1, Section 105 of the US Code.
Note:  This only applies to original works of the Federal Government and not to the work of any individual U.S. state, territory, commonwealth, county, municipality, or any other subdivision. This template also does not apply to postage stamp designs published by the United States Postal Service since 1978. (See § 313.6(C)(1) of Compendium of U.S. Copyright Office Practices). It also does not apply to certain US coins; see The US Mint Terms of Use.

	[image: ]

	This file has been identified as being free of known restrictions under copyright law, including all related and neighboring rights.


https://creativecommons.org/publicdomain/mark/1.0/PDMCreative Commons Public Domain Mark 1.0falsefalse








File history


Click on a date/time to view the file as it appeared at that time.


		Date/Time	Thumbnail	Dimensions	User	Comment
	current	21:32, 13 July 2020	[image: Thumbnail for version as of 21:32, 13 July 2020]	1,275 × 1,650, 73 pages (1.41 MB)	Fæ (talk | contribs)	FEDLINK - United States Federal Collection acomparativestud1094563205 (User talk:Fæ/IA books#Fork8) (batch 1993-2020 #5207)





You cannot overwrite this file.

File usage on Commons


The following page uses this file:

	File:A Comparative Study of Domestic Laws Constraining Private Sector Active Defense Measures in Cyberspace (IA acomparativestud1094563205).pdf




Metadata

This file contains additional information such as Exif metadata which may have been added by the digital camera, scanner, or software program used to create or digitize it. If the file has been modified from its original state, some details such as the timestamp may not fully reflect those of the original file. The timestamp is only as accurate as the clock in the camera, and it may be completely wrong.
	Author	Brian Corcoran
	Short title	A Comparative Study of Domestic Laws Constraining Private Sector Active Defense Measures in Cyberspace
	Date and time of digitizing	10:42, 23 May 2019
	Software used	Microsoft® Word 2016
	File change date and time	04:25, 26 August 2019
	Date metadata was last modified	04:25, 26 August 2019
	Conversion program	Microsoft® Word 2016
	Encrypted	no
	Page size		612 x 792 pts (letter)
	792 x 612 pts (letter)


	Version of PDF format	1.4



[image: ]

Structured data
Items portrayed in this file
depicts






copyright status



public domain








MIME type



application/pdf








checksum



a69b1f4d21c7368e6559a88128856b895c3b12c0



determination method: SHA-1









data size



1,479,785 byte








height



1,650 pixel








width



1,275 pixel








number of pages



73














Retrieved from "https://commons.wikimedia.org/w/index.php?title=File:A_Comparative_Study_of_Domestic_Laws_Constraining_Private_Sector_Active_Defense_Measures_in_Cyberspace_(IA_acomparativestud1094563205).pdf&oldid=776293524"


		Categories: 	Academic theses and dissertations of the Naval Postgraduate School
	Cyberspace


Hidden categories: 	Scans from the Internet Archive
	Scans from the Internet Archive/unverified
	Books without Wikidata item
	CC-PD-Mark
	PD US Government
	Documents from the US Naval Postgraduate School Library
	Books uploaded by Fæ




	





	Navigation menu

	
		

	
		Personal tools
	

	
		
			English
	Not logged in
	Talk
	Contributions
	Create account
	Log in


		
	



		
			

	
		Namespaces
	

	
		
			File
	Discussion


		
	



			

	
	
		English
	
	
		
		

		
	



		

		
			

	
		Views
	

	
		
			View
	Edit
	History


		
	



			

	
	
		More
	
	
		
		

		
	



			

	Search

	
		
			
			
			
			
		

	




		

	

	

	
		
	

	

	
		Navigate
	

	
		
			Main page
	Welcome
	Community portal
	Village pump
	Help center


		
	



	

	
		Participate
	

	
		
			Upload file
	Recent changes
	Latest files
	Random file
	Contact us


		
	




	
		Tools
	

	
		
			What links here
	Related changes
	Special pages
	Permanent link
	Page information
	Concept URI
	Cite this page
	Get shortened URL
	Download QR code


		
	




	
		Print/export
	

	
		
			Download as PDF
	Printable version


		
	



	







		 This page was last edited on 22 June 2023, at 00:11.
	Files are available under licenses specified on their description page. All structured data from the file namespace is available under the Creative Commons CC0 License; all unstructured text is available under the Creative Commons Attribution-ShareAlike License;
additional terms may apply.
By using this site, you agree to the Terms of Use and the Privacy Policy.



		Privacy policy
	About Wikimedia Commons
	Disclaimers
	Code of Conduct
	Developers
	Statistics
	Cookie statement
	Mobile view



		[image: Wikimedia Foundation]
	[image: Powered by MediaWiki]






